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Craillifernia Privacy Rights Aclt (CPRA)

CCPA compliance deadline.

California OAL approves Final Regulations.

CPRA takes effect but most provisions not operative until 2023.

“Look back” period: CPRA's right to know or right of access applies to personal information collected after this date.

CPRA in full effect. B2B and employee exemptions expire.

Enforcement of CPRA to begin.
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Crallicrmia Prvacy Rigiits Act (CPRA)

CCPA compliance deadline.

California OAL approves Final Regulations.

CPRA takes effect but most provisions not operative until 2023.

“Look back” period: CPRA's right to know or right of access applies to personal information collected after this date.

CPRA in full effect. B2B and employee exemptions expire.

Enforcement of CPRA to begin.




CCPA mnc CPRA: How are hey relkiea?

aineneclment of The California Office of the Businesses wino have thus
the Callifornia Consumerr Afttorney General will reftain fair avolded or lgnoirec CCPA
Privecy Act (CCPA). it civil enforcement authority obligations shoule
expands on several arcas overr the CCPA and CPRA., immiecliately gef i
off the existing CCPA., compliance for & few
reasons:
It is ihe law [n Calfiornia and will be enforced by AG and new Privacy Protection Agency ("CPRPAT).

The CCPA contalns a private rght of action—eand plaintirs lewyers are already ac

x_']

clively filing sult.



Applicalbility of ihe CPRA

~ The CPRA maintained most of the CCPA definitions with a few notable excepflions.

~  CPRA narrowed the definition of “businesses” covered by the privacy act and introduced new
concepts of “sharing” information as liable as well.

-~ “Business”

~ A sole proprietorship, partnership, limited liability company, corporation, or other lega
entities organized or operated for the profit or financial benefit of its shareholders or ofther
owners, that collects consumers’ personal information, or on the behalt of which such
information is collected and that alone, or jointly with others, determines the purposes and
means of the processing of consumers’ personal information, that does business in the
State of California, and that meets one of the three thresholds described below;
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Aplicaleflity (comi.)

As of January 1 of the calendar year, had a granular gross revenue in excess
of twenty-five million dollars ($25,000,000) in the preceding calendar year.

Alone or in combination, annually collects, buys, sells, or shares for cross-
context behavioral advertising the personal information of i{e[eKee]o) or more
consumers or households, or

"

*Only one of the three must be met for the CPRA to apply.



Applicalbility (comni.)

The CPRA rmaintains the CCPA’'s caisqgories of
3 -

itive personal informatior.”

arsonal inforrmation (Pl) but adds ihe new subcaizgory of
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Applicalbility (comnt.)
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What is “selling” information under the CCPA?
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The CPRA also introduced limitation on “sharing” personal information.

In essence, this definition intends to capture the collection of a consumer’s personal information across third-party
dlgltal properties for the purposes of targeted advertising.




Consumer Rigihts Uncler iihe CPRA

Businesses are now required to notify third parties to delete any consumer Pl bought or
received, subject to some exceptions.

The Pl that must be reflected in a “Right to Know” response is expanded to include PI
collected beyond the prior 12 months, if collected after January 1, 2022.

The opt-out right now covers “sharing” of Pl for cross-context behavioral advertising as
outlined below.

Extends the opt-in right to explicitly include the sharing of Pl for behavioral advertising
purposes. As with the opt-out right, businesses must wait 12 months before asking a
minor for consent to sell or share his or her Pl after the minor has declined to provide it.

Consumers may request that the business transmit specific pieces of Pl to another entity,
to the extent it is technically feasible for the business to provide the Pl in a structured,
commonly used and machine-readable format.




Consumers may request any correction of their Pl held by a business if
that information is inaccurate.

The CPRA authorizes regulations allowing consumers to opt out of the use of automated
decision making technology, including “profiling,” in connection with decisions related to
a consumer’s work performance, economic situation, health, personal preferences,
interests, reliability, behavior, location or movements.

The CPRA authorizes regulations allowing consumers to make access requests seeking
meaningful information about the logic involved in the decision making processes and a
description of the likely outcome based on that process.

Consumers may limit the use and disclosure of sensitive Pl for certain secondary
purposes, including prohibiting businesses from disclosing sensitive Pl to third parties,
subject to certain exemptions.




1. Data Minimization / Retention Periods

2. Expanded Notice Obligations

4. Updating privacy policy and related compliance systems

5. Implementing “reasonable security measures”

7. Respond to universal opt-out mechanism (Global Privacy Controls)



Relkiionshijps wifin

Service providers remain
entities that process personal
information on behalf of a
business pursuant to a written
contract.

CPRA clarifies, however, that a
service provider may receive
the personal information

either directly from or on behalf
of the business.

A third party continues to be a
recipient of sales of personal
information.

A third party that offers cross
context behavioral advertising
can now be the recipient of
“sharing” of personal information,
as well.

Sxiernel Enffifes

“Contractor” refers to a person to
whom the business makes
available a consumer’s personal
information for a business
purpose and pursuant to a written
contract. In particular,
contractors are required to
certify their understanding and
compliance with contractual
restrictions.

Contractors are not data
Processors.




Noflce Olbligations



Sensfifive Personal Infermaticn

1. Nofice at Collecton: Disclose the purposes for wihich categories of bofin
sensiitve personal [nformelion anc personel informeaiion are collectea or
Usead.

2., Nofice of Right fo Limit Use of Sensfiive Personal Intemetion:

o Provide & [ink on homepeage fitled, “Limit the Use of My Sensitive
Personal Information,” which enalbles consumers o exercise thelr
Agnt.




Right To Opft Out off Sale ane Sharfng of
Persongl Infermeifion

1. Notice at Collection: Disclose wihetiher collected infermaition is sold or

2. Must provic® a Nofice wilih & descrjption of {he consumer's right © opt
out of he sale or sharing of thelr personal Infermeation.

o The term “sharing” is deiinee as the practice of proviaing
Informelion or the pumposes off “Cross-



Relevant Links To Post On Homepage

~» Privacy Policy "Caliiornia Privacy Notice™
~» "Do Not Sell or Shere My Personal Intormeation”
> "Limit The Use OFf My Sensliive Personal Informeation”

o [If both salling andfor sharing information AND using
Sensitve Personal Information beyc yon d ihe ousiness
purpose p@ww‘i@d usas identifiad in the CPRA than may
post @ “comoo” link:
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responding anel Veriying Consumer RecUEss

1. Confirm receipt of request within ten (10) days and provide information about how the business will process the
request.

2. Response to request within 45 days (starting from time request is received and regardless of time required to
verify the request).

a. Business must verify consumer’s identity prior to fulfilling request

3. If necessary, an additional 45 days may be taken but the business must provide the consumer with notice and
an explanation of the need for additional time.




sSpecial Rules ier Minoers
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- . . s@rsonal Infermaton ef consumers 16 or
Busingsses rmust rotf /rrnnors Ifiney | _

intend to sell or shars user date for * Between 13-16 — opt in consent from
pehavioral advertising r)urr) 0383, consumer

 Under 13 — opt in consent from
parent/guardian

‘\/‘ ‘J‘ v, &P

After a consurner under ‘16 years of age nas declined to provide ineir consent to sall or
snars their personal inforrnatior, 2 obusiness must eitnier wait for another 12 rmoriths or
wallt until ine consurner iurns 16 vefore reguasiing ineir opt-in consent ageair.
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Civil Privaia
Rignt of
Action

500 for uninisniional violatior)
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30-day opiior o cure

7,500 for intzniiorzal violatior)
- Penaliies paid into State AG Consurner Privacy Furncd
"Actual knowledge” a

2 consurneris under 18 is not reguirad,
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CPRA established California Privacy Protection Agency (CPPA):

Requires a new rulemaking on cybersecurity and privacy:




Hirst CCPA Enfercement Aclion = SEPHORA




Glolal Privacy Confirol

~» Two states require recogniton of the Global Privacy
Control ("GPC" —namely, Callfornia and Coloraco.

> GPC [s @ mechanism by which cConsumers can Gxercise
thelr Aght o “opt out” of @ platiorm or technology
processing thelr personel cdata or targeted adverising or of
the sale of thelr personal data.



Google Analyfics ane Resirfclied Sharng



Ofher Staies Teo Conslder






Rights Vary Across Stes



Wihert o Conslcer?

o State Thres

nolas = YWhere are you collecting P17

o Sensitve [P]

= Opt In States vs. Opt Out States

o Opt Out = Calliiornia, lowa, Utah
» Opt In = Colorado, Connecticut, Indiana, Tennesses,

Virglnia

~» Risk Assessments (Calliornia, Coloraco, Connectcut,
Inciana, Tennessee, Virginia)

~» Right o Appeal (Colorado, Virginia, Connecticut, Texas)



Recenf Tremals in Privacy Lifgriion

~ California Invasion of Privacy Act ("CIPA")
~ Video Privacy Protection Act ("VIPPA")



Crilliermia Invasion ef Privacy Act (“CIPA™)



Video Privacy Profeciion Act (“VPPA™)



Video Privacy Profeciion Act (“VPPA™)



How Can Pusinesses Recuce e Risk of
Privacy Litigratlon?



Dar Brecch: Nunlbers

> Number of companies afiectad In the U.S. In 2022;: ~1800
~ Number of Americans aiiected in the U.S. in 2022; 422

Source: Slafisla, www.statista.com



http://www.statista.com/

Dr) Brercin: Costs

> Clobal average cost of data breach in 2022: $4.35 million
> U.S. average cost of dafa breach in 2022: $9.44 million
o Cost higher where fihere is remofte worlk
o Most expensive industries ior defta breach
o [Healihcars
o [Financse
Costt lower where company hes Incident Response [Plan

O

Souree: [BV] 2022 Cost of & Defa Bresch Report, hitps://www.ibm.com/reports/data-b



https://www.ibm.com/reports/data-breach

Deair Breachs Preparation

o [ncident response eam

~
7~
—~

~ [Forensics investigeator

~



Key Quesiions/Aciion ltens Far
Businesses Regrraing Preparedness (comnt.)



Thank You ror Alrtenaing

Please direct any questions o Scoft [Hall and our privacy team.

Scoitt C, Hall N 8. Clifforel Saorina A, Larson Arnoer Leong) gina Paie|
Associaie Partner Associate Associate
shall@coblentzlaw.com slarson@coblentzlaw.com sleong@coblentzdew.com bpetsl@coblentzlaw.com

©2023 Coblentz Petch Duffy & Bass LLP. Atterney Advertising.

This presentertion is for educational purpeses and dees not constitute legal advics.
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